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I. Compliance with legal and regulatory requirements 
 
Dotaki processes personal data on behalf of its customers. Dotaki is thus considered as a 
subprocessor, as described in the Article 4 of the Chapter 1 of the General Data Prodection 
Regulation (GDPR) and is bound to comply with the following legal and regulatory requirements: 
 

- Transparency and traceability -> see section I.1 
- Safety of the processed data -> see section I.2 
- Assistance, alert and counsel -> see section I.3 
- Privacy by design and privacy by default -> see section II 

 
Dotaki is committed to deploy the technical and organisational measures needed to ensure the 
safety of the personal data within the perimeter of the prestation. In particular, prevent any access 
or unfaithful use of the data and prevent any loss, alteration or destruction of the data. 
 
Dotaki commits itself to: 
 

- Contribute to the preliminary impact assessment, supply all the necessary information to 
conduct this assessment, bring its expertise and assistance and alert on the risks arising from 
the data processing or the purpose of the treatment; 

 
- Undertake all the measures preconised by the impact assessment; 

 
- Not reveal to any non-authorised third party, under any form, all or part of the processed 

data; 
 

- Process or read the data only for the purpose of the prestation; in particular, Dotaki forbids 
itself to read or process any personal data outside those which are necessary for the 
prestation, even if accessing this data is technically possible; 

 
- Process the data only in compliance with the documented instructions from the customer, 

and the modifications which could occur during the prestation; 
 

- Immediately inform the customer if Dotaki considers that an intrusion is a violation of the 
law regarding personal data protection; 

 
- Do not, without prior authorisation from the customer, insert data outside those supplied by 

the customer in the processes; 
 

- Do not initiate a copy or storage of the data outside those authorised by the prestation, nor 
rent or sell the data communicated by the customer; 
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- Take into account, regarding the tools, products, applications or services, the principles of 

privacy by design and privacy by default; 
 

- Be able to delete all the data (including backup and replication in other databases) related to 
a specific user if he asks for it (compliance with the right to forget and right of opposition); 

 
- Be able to extract all the data related to a user if he asks for it; 

 
- Minimise the data collection: the subcontractor commits itself to collect only the necessary 

and sufficient data to carry on the process. 
 
Additionally, Dotaki commits itself to: 
 
 

- Help its customers to comply with its obligation to follow-up with the demands regarding the 
rights of the people on their data: access, correction, erasing and opposition, limitation of 
the process, transferability, right of not being the subject of an individual automatised 
decision; 

 
- Communicate to its customers the name and contact details of its Data Protection Officer, if 

one has been nominated. If not, Dotaki will communicate the name and contact details of its 
data privacy referent; 

 
- Hold in writing a register of all the categories of activities and treatment carried on behalf of 

its customers, including all the mentions requested by the regulations relative to personal 
data protection; 

 
- notify its customers in the shortest delays possible about any personal data violation. 

 
 
All the data coming from the customer in the exchange flux will be secured and thus only processed 
by people identified by Dotaki. 
Dotaki commits itself in bring all its support to its customers in case of any preliminary audit from a 
regulatory authority, if it is requested. 
 
 

I.1. Transparency and traceability 
 
Dotaki only processes data on written and explicit orders from its customers, only after the signature 
of a contract in which the respective responsibilities of Dotaki and its customer are specified. 
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Dotaki communicates always to its customers the list of its subcontractors, including the cloud 
providers used by Dotaki to realise its final service to its customers. 
 
Dotaki updates on a regular basis a register of the Data Processing, where are referenced the regular 
processes linked to each of its customers. 
 

I.2. Data safety 
 
 
The employees who process Dotaki’s customers data are bound by a confidentiality obligation. 
 
 
In the event of a violation or loss of their data, Dotaki notifies its customers within 72h. 
 
Dotaki takes the relevant measures to guarantee a safety level adapted to the risks. 
 
After the prestation, and according to the instructions of its customers, Dotaki: 

- Deletes all the personal data or sends them back to its customers, 
- Destroys the existing copies, excepted if there is a legal obligation to keep them. 

 
 

I.3. Assistance, alert, and counsel 
 
 
Dotaki informs its customers if it considers that one of its instructions could constitute a data privacy 
regulation violation. 
 
When the user of a Dotaki’s customer website asks to exert its rights (access, rectification, deletion, 
portability, etc.), Dotaki assists its customer, in the of Dotaki’s capabilities, to satisfy this request. To 
this end, functionalities dedicated to the deletion, the access, and the portability of the data are 
proposed by Dotaki. 
 
Considering the information at its disposal, Dotaki helps its customers to grant the respect of the 
obligations in terms of process safety, notification of a violation and impact assessment related to 
data privacy. 

II. Privacy by design and privacy by default 

II.1. Privacy by design 
 
 
The tools and services developed by Dotaki integrate since the conception the principles related to 
the personal data protection. This consideration is materialised by: 
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- A legal analysis of each new product or tool since from the first steps of the conceptual 
prototyping by the Chief Data Officer (Benoit Allibe), perfectly aware of the principles related 
to the personal data protection. When the Chief Data Officer is not able to settle a case, an 
external counsel (DPO) is asked and prevails; 

 
- A general awareness effort on the personal data protection matters aimed at all Dotaki’s 

employees, especially the newcomers. 
 

 
In the scope of the tag deployed since 2018 by Dotaki in order to analyse the audience of the 
websites of its customers, Dotaki has included the following features: 
 

- Users consent management (opt-in and opt-out) 
- User’s data portability 
- Automated deletion of the personal data after the agreed conservation duration 
- Deactivation of the 3rd party cookie 

 
In the end, Dotaki will ensure that its customers data are exclusively processed within the European 
Union, in datacenters and by companies themselves bound by the GDPR. 
 

II.2. Privacy by default 
 
Dotaki took a special attention in proposing tools to its customers which have been developed in a 
way to: 
 

- Minimise the quantity of data processed to reach a given result 
- Minimise the conservation duration of each of the data 
- Minimise the accesses to the data 

 
 

II.2.1. Minimising the quantity of processed data 
 
Any usage detected as being useless within the process results in the creation of a task (in the 
internal task management system used by Dotaki) which is then assigned to a Dotaki employee able 
to alter the process and exclude the useless data. 
 
When possible, sensitivity tests are carried on the predictive statistical models (machine learning) 
developed by Dotaki in order to assess the impact on their performance of the removal of some of 
the variables used to quantify the interest of keeping each variable involved in the model. 
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II.2.2. Conservation duration limitation 
 
By default, the personal data of the users are kept 13 months. 
 

II.2.3. Data access minimisation 
 
In order to minimise the accesses to the data and thus limit the risks of data leaks, Dotaki has put in 
place the following elements: 
 

- Access control 
- Attribution and authorisation of the accesses to the data strictly limited to the necessary 

actions to realise the process asked by the customers 
- For safety reasons, once a month, the Chief Technical Officer checks all the accesses granted 

to Dotaki’s employees to the different tools, services and servers by which an access to 
personal data is possible 


